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Hacrosimiee Ilonoxkenue pazpabotaHo B cooTBeTcTBUM ¢ DenepaibHbIM
3akoHoMm oT 27 wmronsg 2006 roma Ne 152-@3 «O mnepcoHanpHBIX JaHHBIX»,
nocranoBienueM [IpaBurtensctBa Poccuiickoit @enepanuu ot 1 HOsOps 2012 .
Ne 1119 «O06 yTBepx)aeHun TpeOOBaHUM K 3alUTE MEPCOHATBHBIX JTAHHBIX MPU UX
oOpaboTke B WH(MOPMAIIMOHHBIX  CHCTEMaxX  IEPCOHAIbHBIX  JAHHBIX»,
HopMmaTuBHBIMH JokymMmeHTaMu PCTOK u ®CBb Poccuu ¢ menpro obecrieueHus
3alIUTHI MPaB U CBOOOJ TpakJaH MpuU oOpabOTKEe UX MEPCOHANBbHBIX JIAHHBIX B
UH(OPMAITMOHHBIX CHCTEMaX MEePCOHAIIbHBIX JIAHHBIX.

JIns ueneit Hacrosmero 11ooxeHnss NpUMEHAIOTCS CIEAYIOIINE TEPMUHbBI U
ONPEICIICHUS:

IlepconajibHbIe TaHHBbIE — TI00as HHPOPMAIIHS, OTHOCSIIASACS K TIPAMO WIIH
KOCBEHHO OIIPEACIICHHOMY WIH OlpeAenseMoMy (uznyeckomy suiy (CyObeKTy
MEePCOHATIBHBIX JIAHHBIX ).

Onepatrop Ilepconanbubix ganubix — [AIIOY «HwxkHexkamckui
nemarornueckui kommemk um. H.IIL. Axmermmna» (manee — Kommemxk) —
oOpa3zoBarenpHas  OpraHM3alus, OPUIAYECKOE WU (U3MYeckoe  JMIO,
CaMOCTOSITEJIbHO WJIM COBMECTHO C APYTMMHU JIUIAMH OPTraHU3yolue W (Uin)
OCYIIECTBJISIONME 00pa0OTKYy IMEPCOHAIBHBIX JIAHHBIX, & TAKXKE OIMPEAEISIONIne
neiam 00pabOTKM TMEepPCOHANBHBIX JIAaHHBIX, COCTAaB IEPCOHAIBHBIX JAHHBIX,
nojJiexammux oopaboTke, NeUCTBUS (Orepaluu), COBEpIIacMbIe ¢ MePCOHATBHBIMU
JAHHBIMHU.

NudopmanuoHHasi CUCTeMa MEPCOHAJBbHBIX [JAHHBIX — COBOKYITHOCTb
coJiepKalmxcs B 0azax JaHHBIX MEPCOHATBHBIX JAHHBIX M OOECHEUYMBAIOIINX HX
00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

TexHuyeckue cpeacrsa HMH(OPMANMOHHOM CHCTEMbl IEPCOHAJBHBIX
JAHHBIX — CPEICTBA BEIUUCIUTEIILHON TEXHUKH, TH()OPMAIIMOHHO-BBIUYHCIUTEIbHbBIC
KOMIUIEKCBI U CETH, CPEACTBa M CHUCTEMBbI IMepelnaud, npuema u 00paboTKu
MePCOHATBHBIX JTAHHBIX (cpenctra u CHUCTEMBI 3BYKO3AINCH,
3BYKOBOCIIPOU3BEJICHHUSI, TIEPETOBOPHBIE U TEICBU3UOHHBIE YCTPOUCTBA, CPEICTBA
W3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB M JPYyrMe TEXHUUYECKUE CpeICTBa
00paboTKH peueBoM, rpaduueckoi, Buaeo- U OyKBeHHO-IIM(DPOBOIl MHDOpMAIIHH),
MporpaMMHBIE CpeACTBa (OMEPAIMOHHBIE CUCTEMbI, CHCTEMBI YIpaBlieHUs Oa3zaMu
JAHHBIX W  T.I.), CpEeACTBAa 3amuThl WH(OpPMAIMK, TNPUMEHSIEMbIE B
MH()OPMAITMOHHBIX CUCTEMAaX.

[Hoab30BaTes b MH(POPMALMOHHON CHCTEMbI NMEPCOHAJBHBIX JTAHHBIX —
JUI0, YyYacTByiomee B (YHKIMOHUPOBAHUM HUH(POPMAIMOHHOM  CUCTEMBI
NEePCOHAIBHBIX JAHHBIX WJIM UCIIOJIB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuaa pasrpaHunyeHusi J0CTyna K HHPOPMAIMOHHBIM CHCTEMaM
NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTH MpPaBWI, PErJaMEHTUPYIOIIMX IpaBa
JOCTyMa CyOBEKTOB JOCTYIA K 00bEKTaM JIOCTYTIA.

O0padoTka NMepCcoHANBHBIX JAHHBIX — JII00O0€ JAeiicTBUE (omepainus) Wiu
COBOKYITHOCTh JICMCTBUI (OIepalinii), COBEpPIIAEMbIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMATU3alMk WM 0€3 WCIOJIb30BAHMS TaKUX CPEACTB C TMEPCOHATBHBIMU
JTAHHBIMH, BKJIIOYasi cOOp, 3amuch, CHUCTEMATH3AIMIO, HAKOIUICHHWE, XpaHCHHE,
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yTouHeHHe (OOHOBJICHHWE, W3MCHEHHE), W3BJICUYCHHE, HCIOJIb30BaHUE, TEepenady
(pacmipocTpaHeHne, MPEIOCTABICHUE, IOCTYI), 00€3TMYMBaHHUE, OJIOKHMPOBAHUE,
yAaJICHUE, YHUYTOKEHUE TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne nepcoHAJBLHBIX JaHHBIX — JICUCTBUS, HAIPABICHHBIC HA
PACKPBITHE MIEPCOHATBHBIX JTAHHBIX HEOMPEACTICHHOMY KPYTY JIHII.

IIpenocraBiieHne NepCOHAJBHBIX TAHHBIX — JCHCTBUS, HAMPABICHHBIE Ha
PACKpBITHE TEPCOHATIBHBIX JIAHHBIX OINPEACICHHOMY JHILy WM OINpEACICHHOMY
KpYTY JIUIL.

biokupoBanue NepCcOHAJBHBIX [JAHHBIX — BPEMEHHOE IIPEKpallleHUue
00pabOTKM TIEPCOHAIBHBIX JAaHHBIX (32 HUCKIIOYEHHWEM CiydaeB, eciii oOpaboTka
Heo0X0IUMa JIJIsl YTOUHEHHS TIEPCOHATBHBIX JAHHBIX).

YHUYTOXKEHHUE MEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3yIbTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOKHBIM BOCCTaHOBHUTH COJICPKaHHE TIEPCOHAIBHBIX JaHHBIX B
MH()OPMAITMOHHONW CHCTEME TIEPCOHATBHBIX TAaHHBIX U (WJIH) B PE3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MAaTepUATbHBIC HOCUTEIH MEPCOHATBHBIX TaHHBIX.

O0e3IMYUBaHUE TEPCOHAJIBHBIX [AHHBIX — JICHCTBUSA, B pe3yJbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOXXHBIM 0€3 HCIIONB30BAHUSA JOTOJHUTEIHHOU
nH(OpPMAITUU ONPEICIUTh MPUHAIC)KHOCTh TIEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHANIBHBIX JAHHBIX.

KondguaeHunaabHOCTh NMEPCOHANBHBIX AAaHHBIX — OrepaTopbl U HHbBIC
JUIA, TOJYYUBIINE JOCTYI K MEPCOHANBHBIM JaHHBIM, OOs3aHbl HE PACKPBIBATh
TPETHUM JIMIIaM M HE PACIPOCTPAHSITH MEPCOHANIbHBIE JIaHHbIE 0€3 corjacus
CyOBeKTa TEPCOHANBHBIX JAHHBIX, €CIM WHOE HE MPEayCMOTpPEeHO (deaepaibHbIM
3aKOHOM.

Tpancrpannynasi mnepegaya MepPCOHAJNBHBIX [JaHHBIX — Iiepeaada
MEPCOHANIBHBIX JTAHHBIX HA TEPPUTOPHUIO MHOCTPAHHOTO TOCYAapCTBA OPTraHy BIACTH
WHOCTPAHHOTO  TOCYIapCTBa, WHOCTPAaHHOMY  (pu3WYeckOMy  JHIly  WIH
WHOCTPAaHHOMY FOPUANYECCKOMY JIHILY.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIUOHUPOBAHHBIE JAEHCTBHUSA) K
HH(POPMALMOHHBIM CHCTEMAM MEPCOHAJLHBIX JAHHBIX — JOCTYN K HHPpOpMaIUn
WM JelcTBUS ¢ nH(pOpMaIiel, HapyIIarolire paBuia pa3rpaHudeHUs J0CTyTa, B
TOM 4YHUCJI€ C WCIOJb30BAaHUEM INTATHBIX  CPEJACTB, MPEIOCTABISIEMbIX
UH()OPMAITMOHHBIMHA CUCTEMaMH TTEPCOHATBHBIX TAHHBIX.

3amura wuHGoOpMaNUM — KOMIUIGKC OPTaHU3AIMOHHO-TEXHUYECKUX
MEpOTIPUATHIA, HAMPABICHHBIX Ha TMPEAOTBPAIEHUE TOTEPH, WCKAKEHUS W
HECaHKIITMOHUPOBAHHOTO JOCTYyMAa K JaHHBIM, ITPU 3TOM MIPETYyCMaTPUBACTCS:

- pasrpaHuUYeHHE MOJTHOMOYHUHN AOCTyNa K JaHHBIM;

- aBTOpW3aIlvs, KOHTPOJb W Y4YeT NCUCTBUH C JaHHBIMH (PETHCTpaIvs

COOBITHI);

- KOHTPOJIb KOTIMPOBAHMUSI, ITI€YaTH, OOMEHA JaHHBIMH 110 KaHAJIaM CBSI3H;

- MEXCETEeBOE IKPaHHUPOBAHUE M 3aIIUTA OT BUPYCOB;

- y4eT BHEIIHUX HOCUTEIICH JaHHBIX;

- pe3epBHOE KOMUPOBaHUE / BOCCTAHOBJICHUE TAHHBIX;

- pa3menbHOE XpaHEHWE HOCHUTENICH JaHHBIX C Pe3EPBHBIMH KOTHSIMU;

- KOHTPOJIb JIOCTYTIA B IOMEIIEHUS U K KOMITBIOTEPaM;



- MPUMEHEHHE YCTPOMCTB UACHTU(PUKALIMY MOJIb30BaTENEH A JOCTYTIA.

1. O0mue MoI0KEeHUA

Hacrosumum  I[lonoxenueM onpenensercs CTPYKTypa M COCTaBIIAIOIIME
6e3omacHocty uHpOpManuyu B MHOOPMALIMOHHON CHUCTEME MEPCOHATBHBIX JTaHHBIX
COTPYIHHUKOB, paOOTHUKOB U UHBIX Jinil Kosiemxka.

OGecrieueHre 0€30MacHOCTH TepcoHaNbHBIX AaHHBIX ([I[IH) mpm wux
0o0paboTke B AaBTOMATH3UPOBAHHBIX cHCTeMaxX (MH(OPMAIIMOHHBIX CHCTEMax
nepcoHanbHbiX  JnaHHbiXx — MCIIJIH) nocturaercs TyTeM  HCKIIIOYEHUS
HECAaHKIMOHUPOBAHHOTO, B TOM WYHCII€ CIYyYalHOro, JOCTYNa K MEPCOHAJIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOrO MOXKET CTaTh YHUYTOKEHHUE, W3MEHEHHUE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHUE TIEPCOHABHBIX JaHHBIX, a TAKXKe
MHbIE HECAHKLIIMOHUPOBAHHBIE JCHCTBUS.

Meponpusitust o obecrnieuennto Oe3omacHocty [1[In dbopmynupyroTcs Ha
OCHOBaHWM aHajiM3a THUIMA AaKTyaJlbHBIX YIPO3 M YPOBHEW 3alUIIEHHOCTU
MEPCOHANIBHBIX JaHHBIX, oOpabarbiBaeMbix B HCII[IH ¢ yuyeToM BO3MOXKHOIO
BO3HMKHOBEHHUS yIpo3 0OE€30MaCHOCTH >KW3HEHHO Ba)XKHBIM HHTEpecam JIMYHOCTH,
Komnemxa u rocynapcraa.

Obecnieuenne Oe3zonmacHoctu I[IJIH ocyiiecTBIsi€TCS IMyTEM BBIIOJIHEHUS
TpeboBanuii mo oOecreueHHI0 O€30MIACHOCTH MEPCOHAIBHBIX JAaHHBIX MPH HX
o0paboTke B HWH(OPMAIMOHHBIX CHCTEMax TMEPCOHAIBHBIX JaHHbIX Kostemka
(ITpunoxxerne Ne 1).

Crpykrypa, coctaB 1 ocHoBHBIe (hyHKIMK C3I1/{H onpenenstoTcs ucxoas u3
aHajiu3a TUNA AaKTYallbHbIX YIrpo3 W YPOBHEH 3allMIIEHHOCTH MEPCOHAIbHBIX
naHHbIX, oopadareiBaeMbix B UCITIn. C3II/H BkItOUaeT OpraHu3aluoOHHbIE MEPBI
U TEXHUYECKHE CpEACTBA 3alIMThl MH(pOpMaluu (B TOM 4Hcie WU(pPOBaIbHBIC
(kpunrorpapuyeckue) CpEeICTBa, cpencTna MPEIOTBPALLICHUSA
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA, YTEUKU UH(OPMAIUHU 110 TEXHUYECKUM KaHalam,
MPOTrPaMMHO-TEXHUYECKUX BO3JCUCTBUII HAa TEXHUYECKHUE CPEACTBA 00padOTKU
[1/1H), a Takxke HCHONb3yeMble B MH(GOPMALMOHHOM cHCTEME HMH()OpMalMOHHbIE
TE€XHOJIOTUH.

ITon opranuzamueii obecneuenus Oe3omacHoct [IJIH nmpu ux oOGpaboTke B
UCTI[Jn monumaetrcs (QOpMUPOBaHHME COBOKYITHOCTH OCYIIECTBISIEMBIX Ha BCEX
cragusax *ku3HeHHoro nukia MCIIJIH cornacoBaHHBIX MO L€, 3aJa4aM, MECTy U
BPEMEHHU MEPOIPUATHI, HAMPABICHHBIX HAa MPEAOTBpalleHUE (HEUTpaIn3alnio) U
napupoBanne yrpo3 Oe3omacHoctu I[I/ln B WCII/IH; wa BoccTaHOBIICHUE
HopmasibHOTO (hyHKIMoHupoBanust MCII/{x mocne HelTpanu3anuu yrposbl, ¢ IEIbI0
MUHUMHU3AIUU KaK HEMOCPEICTBEHHOr0, TaK W OINOCPEJIOBAHHOIO yiiepda oOT
BO3MOXHOU peann3aluy TaKhuX yrpos.

Meponpusatus no odecriedeHn0 0€30MacHOCTH NEPCOHATBHBIX JAHHBIX MPU
ux 00padotke B UCII/IH BKItOUaOT B ce0s:

a) ompeneneHue yrpo3 O€30MaCHOCTH TNEPCOHANBHBIX JAaHHBIX TP HUX
00paboTke, popMHpOBaHUE HA UX OCHOBE MOJICIIH YTIPO3;

0) pa3pabOTKy Ha OCHOBE MOJEIM Yrpo3 cucteMbl 3amuthl [1J[H,
00€ecreynBarOIel HEUTpaTU3alMio MPEANOJaraéMblXx yrpo3 ¢ HUCIOJIb30BaHUEM
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METOJIOB U croco6oB 3auuThl [1/IH, mpeaycMOTpEHHBIX 7S COOTBETCTBYIOIIETO
YPOBHSI 3alIUIIEHHOCTH HH()OPMALIMOHHBIX CHCTEM;

B) MPOBEPKY FOTOBHOCTH CPEACTB 3aIIUTHI HHPOPMAIHH K UCTIOIb30BAHHIO C
COCTABJICHHEM 3aKJIFOUEHUI O BO3MOXHOCTHU UX 3KCIUTyaTallUu;

I') YCTaHOBKY M BBOJ B 3KCILTYaTAIMIO pa3pEUIEHHBIX JIMLIEH3UOHHBIX CPEICTB
3alUThl MHPOPMALIUM B COOTBETCTBUU C JKCIUIyaTAallMOHHOM W TEXHUYECKOU
JNOKYMEHTAIUEN;

1) oOyueHue JIMIl, UCHOJB3YIOMIMX CpEACTBA 3allUThl UHGOpPMAIIH,
npuMeHsieMble B THQOPMAIIMOHHBIX CUCTEMAX, IPABHIIaM pa0OThI C HUMU;

€) y4eT MPUMEHSIEMBIX CPEICTB 3alUThl HH(POPMAIIUU, SKCILTyaTallMOHHON U
TEXHUYECKOU IOKYMEHTAlMH K HUM, HOCUTEJEN EPCOHANBHBIX JAaHHBIX;

) y4eT JIHII, JOMYyIIeHHbIX K padoTe ¢ [1/lH B uHpopMannoHHON cucTeme;

3) KOHTPOJb HaJ COOJIIOJICHUEM YCIOBUH HCIIOIb30BAaHUS CPEJICTB 3aLIUTHI
uHpopManuy,  MOPEeIyCMOTPEHHBIX  OKCIUIyaTallAOHHOW W TEXHHYECKOU
JTOKYMEHTAIUEN;

1) pa30upaTeNbCTBO M COCTABIEHUE 3aKIIIOUEHUH 10 (paKkTaM HECOOII0ACHUS
YCIOBHM XpaHEHHs] HOCUTENEW NMEPCOHAJIbHBIX JAHHBIX, MCIOJIb30BAaHUS CPEICTB
3alUTBl  WUHPOPMALIMHM,  KOTOpPblE  MOTYT  MPHUBECTM K  HapyUICHUIO
KoHpuaeHuuanpHocTu [1/IH nam aApyruM HapyumeHusM, NPUBOIALUINM K CHUKEHUIO
ypoBHS 3amuiieHHocTH [1/1H, pa3paboTKy W NMPUHATHE MEpP MO MPEAOTBPAILECHUIO
BO3MO>KHBIX OMACHBIX MOCJIEACTBUI MOAOOHBIX HAPYILICHUH;

K) ONMCAHHME CUCTEMbI 3alUThl NEPCOHAIBHBIX JaHHbBIX.

TexHuueckue W NPOrPaMMHBIE  CPEICTBA  JOJDKHBI  YJOBJIETBOPSTH
YCTaHABJIMBAE€MbIM B COOTBETCTBHH C 3aKOHOJATEIBLCTBOM Poccuiickon denepanuu
TpeOOBAHUSIM, OOECIICUNBAIOIIMM 3AIUTY HHPOPMALIMH.

Jist obecnieuenust 0e3onacHocty [1/]H npu nx 00paboTke B MHPOPMALIMOHHBIX
CUCTEMax OCYILIECTBIIAETCS 3alluTa pedyeBol HHPopMauuu U HUHPOPMALNH,
oOpabaTblBaeMO ~ TEXHUYECKMMHU  CpEeACTBaMH, a Takxke HHpopMauuu,
MPE/ACTABICHHON B BUJ€ MH(DOPMATUBHBIX JIEKTPUUYECKUX CUTHAIOB, (PU3MUYECKHUX
noJjiei, HocuTenel Ha OyMakKHOM, MArHUTHON, MAarHUTHOONITUYECKON Y HHOM OCHOBE.

ITo crpykrype UCII/IH, Ha KOTOpBIE HANpaBJIEHA PEATU3ALUSI MEPONPUATUN
0 3AIIMUTE, BBIACISIOTCS CIAEAYOIINE KJIACChl YIPO3:

- yrpo3sl Oe3omacHoctu I[1/IH, oOpabareiBaembix B MCII/In Ha 0a3e

aBTOMATHU3HPOBAHHOTO pabovero Mecra;

- yrpo3sl Oe3omacHoctu I[I/IH, oOpabareiBaembix B MCII/In Ha 0a3e

JIOKJIbHBIX HH(OPMALIMOHHBIX CUCTEM;
- yrpo3sl, peann3dyembie B UCII/IH npu UX NMOAKIIOUEHUH K CETSIM CBSI3U
OOLIEro MoJIb30BaHUSI.

Jliist obecnieuenus 6e3onacuoctu [1/1H npu nx 06pabdoTke B MUHPOPMALIMOHHBIX
CUCTEMax MPOBOASTCS:

- oOcienoBaHue U OoQOpMIIEHUE JOKYMEHTa O TUIE aKTyaJbHBbIX YIpo3 U
YpOBHEW 3alUIIEHHOCTH MEPCOHANIBHBIX JaHHbIX, oOpabarbiBaembix B MCIIH,
ompenesieHue Ccrnoco0OB M cocTtaBa cpeAcTB 3ammThl uHbopmanuu (C3U),
paspabotka TexHmueckoro 3amaHus (T3) Ha co3gaHMe KOMIUJIEKCHOW CHCTEMBI
3a1uThl ”HGOPMAIIMH, B TOM YKCIe pa3paboTKa MOJIEIH YyTpo3, MPOEKTUPOBAHUE;



- BBOJ B JKCIUIyaTallMIO - 3aKyMKa M WHCTAIIIUS CePTU(PHUIMPOBAHHBIX
C3MU, oOyueHnue nepcoHasa, u3gaHue NpUuKa3oB O JOMYCKE MepCcoHala U perJIaMeHTOB
00pabOTKH KOH(PHUACHIIMATHHON HHPOPMAITUH.

2. Heau obecnieyeHusi HHPOPMALHOHHOI 0€30MACHOCTH

Crparerudeckoii 1emnpto ooecnieuenus 6e3omnacHoctu undopmaruu B UCIT
ABJISIETCS] 3allMTa MHTEPECOB CyOBEKTOB MHGOPMAIIMOHHBIX OTHOIIEHWH. J[anHas
LEJIb JOCTUTAETCS MOCPEACTBOM MOCTOSHHOTO MOAJEPKAHUS CIEAYIOIINX CBOMCTB
uH(popMaIK B iporiecce ee 00paboTKM, XpaHEHUS U Mepeladuu:

- IIEJIOCTHOCTH UH(POpPMALIUU;

- JIOCTYNMHOCTH oOpabaTbiBaeMOM WHGOPMAIMK [JIs 3aPErMCTPUPOBAHHBIX
MOJIb30BaTEIICH;

- KOH(PUAEHIMABHOCTA UH(POPMAIUH.

3. O0beKT 321U THI

OOBeKTOM 3aluThl SBISIETCS WH(OPMAIMOHHAS CHUCTEMa MEPCOHAIBHBIX
JAHHBIX COTPYAHUKOB, pa0OTHUKOB M MHBIX Jull Kosnemxka:

a) NudopmanmoHHble pecypcehl:

- TMepCOHAJIbHBIC JaHHBIE COTPYIHUKOB, paOOTHUKOB U UHBIX Jull Komiemxka
(ucxomnast uHbopMarys, UHPOPMAIMOHHBIE 0a3bl JAHHBIX);

- MHCTpyMeHTalbHas uHpopmanus (mporpamMMHOe oOecreueHue), ¢
MIOMOIIBIO KOTOPO 00pabaTeiBaeTCs, XpaHUTCS U niepenaercsa uadopmanus [1J1H;

0) TexHuyeckue HMHQPOPMAIMOHHBIE CHCTeMBbl U cpeactBa Komtemka, B
KOTOPBIX 00pabaTeiBaeTCs, XpaHUTCS U niepenaerca nudopmarus [1/1H;

B) momenieHuss o0bekToB  Kosiemka, B KOTOPBIX  pa3MelIaroTCs
nH(pOpMaITMOHHBIE PECYPCHI, U 00padaThiBaeTCs KOH(GUICHIINATbHAS UHPOPMAITHUS;

I') TEXHUYECKHE CUCTEMBI KU3HEO0OECTICUCHUS, DJIEKTPOIIUTAHUS, IPOBOIHOTO
BELIAHUs, OXPAaHHOM CHUTHAJIM3allM{, OO0ECHeYMBAIOIIMEe WM pa3MellaeMbie
coBMecTHO ¢ obopynoBanuem UCIT/IH.

KputnunsiMu cBoMCcTBaMU 00BbEKTA 3aIUTHI SIBISIOTCS:

a) BO3MOXKHOCTh Pa3pylICHUs] WA MOBPEKIECHUSI MHHOPMALIMOHHBIX CUCTEM
MEPCOHANFHBIX JAHHBIX B PE3yJIbTAaTe MOXKapa, 3aTOIUICHUS, aBApUU MHXKEHEPHBIX
CHCTEM >KHU3HE00ECIIEUCHHS;

0) BO3MOXKHOCTh ~ TPEKpAIICHUs WM  HAPYNICEHUS  HOPMAJIbHOTO
dyaknuonupoBanuss HWCII[lH B pesynapTaTe TOBPEXKICHUS OTIACIBHBIX HUX
3JIEMEHTOB;

B) HECAHKIIMOHUPOBAHHAS JOCTYMHOCTh WH(MOPMAIIUHU, BBIPAKAIOIIASICST B
BO3MOXHOCTH:

- HEMNOCPEACTBEHHOTrO JOCTYIAa K MH(POPMaLIUU, HAXOAAIICHCS Ha TEPBUYHOM
WIM BTOPUYHOM HOCHUTENE, B TPAHCIOPTHOM cpele mnepenayu; BO3JIECUCTBHUS Ha
HOCHUTENIb WM TPAHCHOPTHYIO Cpeay C LEIbI0 MEpICTpalui, OTYYKICHHUS,
KOITUPOBAaHMS, U3MECHCHHUSI, IOAMEHBI U YHUYTOXEHUS HH(DOPMAITUH;

- NpAMOrO0 WM KOCBEHHOro joctyna Kk obopyaoBanuto WCIIAH u
TPAHCIIOPTHOM cpene mepenadyd C LEebl0 MOJY4YeHHs OocTyna K uHbopmanuu
(HECAaHKIIMOHUPOBAHHBINA TOCTYII);



- IepexBara peueBOl MH(POpPMAIUMHU MO aKyCTHUYECKHUM M JIPYTrUM KaHajiam
YTEUKH (MOJCITYIINBAHKE).

4. Cy0bekTbl HHPOPMALMOHHBIX OTHOIIECHHU I

4.1 CyOpextamMu HHGOPMAITMOHHBIX OTHOIICHUN SIBIISIOTCS:

PaGoTHuKHN (Cy0OBEKTHI NMEPCOHANBHBIX AAHHBIX) — (QU3MUECKHE JHUIIA,
COCTOSIIIINE WJIM FOTOBSIIUECS BCTYNIUTD B TPYAOBBIE U MHBIE MPaX/1aHCKO- IPABOBBIE
oTHo1eHus ¢ KomnemkeM, a Takke JIMIa, HAXOASIIMECS B KaJJpOBOM PE3€PBE;

Nuble Jmna (3aKkOHHBIE NPEICTABUTENN BOCIUTAHHUKOB, OOyYaroIMxcs,
IETeU-CUPOT W JeTel, ocTaBmIMXCA O€3 TMONEYEeHUs PpOAUTENEH, CTYAEHTHI,
pabOTHUKM YUYpeKIEHUM o00pa3oBaHUs U HayKHM, BHEIUTaTHble pPAOOTHUKH
(pusmyeckue nuI@, COCTOSIIME B JOTOBOPHBIX OTHomeHUsx ¢ Komiemkem),
WHJUBUyaJIbHbIE TNpPEAIPUHUMATENH U 1p.) (CyOBEKTH) - (U3HYECKHE JHIIa,
00paTUBIIUECS C 3asIBIICHUSIMU, Kajl00aMu, 0OOpalieHUsIMH, MPEIT0KEHUIMH, JTHO0O

COCTOSIIIIUE B IPAKIAHCKO-TIPABOBBIX OTHOILICHUSX C Komnemxem,
peaycMOTpeHHBIX Y cTraBom Komtemxka.
4.2 TlepeunciieHHbIE CYOBEKTHI MH()OPMAIIMOHHBIX  OTHOLIEHUH

3aMHTEPECOBAHbI B 00ECTICUCHIH:

-  KOH(MUIEHIMATBLHOCTH  (COXpaHEHHS B  TailHe) HHpoOpMalUU B
COOTBETCTBHUH C TPEOOBAHUSIMU POCCUIMCKOTO 3aKOHOIATENIbCTBA,

- JIOCTOBEPHOCTH (TIOJIHOTBHI, TOYHOCTH, aJI€KBATHOCTH, II€JIOCTHOCTH)
uHbopMaIuy;

- 3alUThl OT HABS3BIBAHUS MM JIO)KHOW (HETOCTOBEPHOM, HCKAKEHHOM)
uH(popMaIuu (To €CTh OT Je3UH(POpPMAIIUN);

- CBOEBPEMEHHOTO JOCTyma (3a TpuemjemMoe [IJs HUX Bpems) K
HE00XO0AMMOW UM HH(pOpMaALIUK;

- pa3rpaHWYEHUs OTBETCTBEHHOCTH 3a HApYIICHHUS 3aKOHHBIX TIPaB
(nHTEpEecOB) ApYrux CyObeKTOB MH(GOPMAIIMOHHBIX OTHOIIEHUW M YCTAHOBJICHHBIX
MpaBuJI 0OpalleHus ¢ uHpopMamei;

- BO3MOYKHOCTH OCYIIECTBIICHUS HEMPEPHIBHOTO KOHTPOJS W YIPABICHUS
nporeccamu 00paboTKH U niepeayu uHpopmaiuu;

- 3amuThl UHPOpPMAIUU OT HE3aKOHHOTO €€ THUPAXUPOBAHUS (3aIIUTHI
MEePCOHANBHBIX ~ JIAHHBIX, 3alllUThl aBTOPCKUX TIpaB, TMpaB COOCTBEHHUKA
uHpopMaIun).



5. Bo3mo:xHBIe YIpO3bl H Y4aCTKH BTOPKEHUS

O61mast kinaccupuKaius yrpos.

1. VYrpo3bl KOHPUAEHINATBHOCTH AAHHBIX U Nporpamm. Peanusyrorcs npu
HECAaHKIIMOHUPOBAHHOM JIOCTYyIIE K IPOrpaMMaM, JaHHBIM, KaHaJIaM CBS3H, IPH
NEpEeXBaTe 3JEKTPOMArHUTHBIX U3ITyYEHUH, IPU aHaIu3€e Tpauka.

2. Yrpo3sl IIEJIOCTHOCTH JIaHHBIX, Mporpamm, ammnaparypsl. Peamusyrorcs
IpU HECAHKIIMOHWPOBAHHOM YHMUYTOKEHUH, MOIU(GUKALIMUA TAHHBIX, TTOPOKICHUH
danbcuGUIMPOBAHHBIX TaHHBIX, 33JICPXKKE U HAPYUICHUH MapIIPyTH3AIUHN JaHHBIX
B KaHaJax CBS3H.

3. Yrpo3sl IOCTYNMHOCTH JAaHHBIX. PeanusyroTcs mpu CO3[aHUU YCIOBHIA,
KOTJ1a 3aKOHHBIN II0JIb30BATEIb WM ITPOLIECC HE MTOJIyYaeT CBOEBPEMEHHOI'0 JOCTYyTa
K JJaHHBIM WJIA pecypcaM CHCTEMBI, KaHaJaM CBSI3H.

6. [Mopsaok NpoBeaeHNs] KOHTPOJLHBIX MEPONIPUATHH U J1eiicTBUI MO
pe3yabTaraM KOHTPOJIS

KoHTposnb 3akitodaercs B IPOBEPKE BBITOJHEHUS TpeOOBaHUI HOPMAaTHUBHBIX
JOKYMEHTOB IO 3alluTe WH(OpMALMH, a TaKKEe B OLEHKE OOOCHOBAaHHOCTU U
3¢ (HEeKTUBHOCTH MNPUHATHIX Mep. KOHTpoib MOXET NPOBOAMTHCS KOMHUCCHUEH,
co3ganHoi B Koyuiepke, Wiy Ha JOTOBOPHOM OCHOBE CTOPOHHMMM OPraHU3alUsMH,
IpU  HaJW4YUM JIMUEH3MM HA  JICITENBHOCTh IO TEXHUYECKOW  3aluTe
KOH(UAECHIIUAIBHOU UH(POPMAITUH.

Pemenne ocHOBHBIX BOIPOCOB obOecnieuenns 3amuThl [1/IH npenxycmaTpuBaet
MOJATOTOBKY KAaJIpOB, BBIJCICHHE HEOOXOAMMBIX (DUHAHCOBBIX U MaTEPHUAIbHBIX
CPEICTB, 3aKYyNKy HPOrpaMMHOTO M amnmapaTHOro oOecleyeHus, a Takxke, MNpu
HEO0OXOMMOCTH, MPUBJICYEHUE CTOPOHHEH OpPraHu3aluy MpPH HAJUYMH JTULEH3HMA
OCTOK u OCb.



[Ipunoxenus k IlonokeHHIo MO OpraHM3alUMu U OPOBEIECHUIO PadbOT IO
oOecnieueHr0 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TpU HUX 00paboTke B
WH(POPMALIMOHHBIX CHUCTEMaX TEePCOHANBHBIX JaHHBIX Kosuemxka sABIAIOTCA
CaMOCTOSTEJIbHBIMU JOKYMEHTAMH M €r0 HEOTHEMIIEMOU YaCThIO.

CnMcoK NpUIIOKEHNN:

[Tpunoxxenne Ne 1. TpebGoBanuss 1o oOecnedeHHI0 OE30MACHOCTH
NEPCOHAIBHBIX JaHHBIX IpH HX 0O0paboTKe B HMH(POPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX Kosutemxka.

[Tpunoxenue Ne 2. Onucanue J10KalbHO-BbIUUCIUTENBHOU ceTn Koutemxka.

[Ipunoxenune Ne 3. Onmcanue cocraBa TexHuuyeckux cpencts Kosemxka,
YYaCTBYIOIIMX B 00pa0OTKE MEPCOHATBHBIX JTaHHBIX.

[Tpunoxenune Ne 4. Cenenus o nporpamMmMHOM obOecnieuenunn Kotemxka,
YCTaHOBJICHHOM Ha CEpBEpax M pabouMx CTAaHUMAX, YYACTBYIOIIHMX B 00pabOTKe
MEPCOHAJIbHBIX TAHHBIX.

[Ipunoxenne Ne 5. CpemeHuss O NPOrpaMMHO-TEXHUYECKUX CPEICTBAX
3amuTel  Kosemka, yCTaHOBIEHHBIX Ha cepBepax H paboyMx CTaHIUSAX,
YYacTBYIOIIHUX B 00paOOTKE NEPCOHATBHBIX JAHHBIX.

[Tpunoxxenue Ne 6. CBefieHHsI 0 MOJIB30BATENSAX CUCTEM OOLIETO MOIb30BAHUS
(COIT) Konnemxa.

IIpunoxenune Ne 7. PexkomeHmanuu IO HMCIIOJIB30BAHUIO IPOIPAMMHBIX U
anmapaTHeIX CpPEICTB 3allUThl HH(poOpMauuu U oOecrnedeHuro Oe30MacHOCTU
NEPCOHAIBHBIX JaHHBIX IpU HX 00paboTke B MHGOPMALMOHHBIX CHUCTEMax
MEPCOHAJIbHBIX TAHHBIX.



[Tpunoxenue Ne 1 k Ilonoxenuto 1o
OpraHu3aliy U MPOBEICHUIO PadOT MO
obecrneyeHnI0 0E30IaCHOCTH
NEPCOHAIBHBIX JJAHHBIX TTPU UX
00paboTke B MHOOPMAIIMOHHBIX
CHUCTEMAX MEPCOHATBHBIX JaHHBIX
I'AIIOY «HwmxuexkaMcKui
neaarornueckum koyuie ok um. H.III.
AXMeTIInHAa»

TPEBOBAHMUS
10 o0ecneYeHU 0 0e30IMACHOCTH MEePCOHAIBHBIX TaHHbBIX
npu ux o0padorke B HHGOPMAIMOHHBIX CHCTEMAX
nepcoHabHbIX JaHHBIX 'AIIOY «HukHekaMCKU earoru4ecKuii
koJieax uM. H.III. AxmeTmimnHa»

[Ipu opranuzamuu U OCyIIECTBICHUH 3aIUThI MEPCOHANBHBIX JaHHBIX (IT1H)
HEO0OXOIUMO PYKOBOJICTBOBATHCSI TPEOOBAHUSIMU HOPMATUBHBIX U METOJUYECKUX
JIOKyMEHTOB TI0 3amuTe HWHOOpMAIMu B aBTOMATHU3WPOBAHHBIX CHCTEMAax
(MHGOPMAIIMOHHBIX CUCTEeMax MepcoHaNbHBIX NaHHbIX - WMCII/IH), yuutsiBas mnpu
atoM, uTo IIJIH, B cooTBeTcTBUM ¢ DenepaibHbIM 3akoHOM oT 27 utoig 2006 roxa
Ne 152 - @3 «O nepcoHanbHblx naHHBIX» U YKa3oM llpesunnenta PO Ne 188 ot
06.03.97 r., oTHECEHBI K KOHGUAEHITUATBHOU HHPOPMAIIUH.

Mepbl no obecniedeHut0 O€30MaCHOCTH TMEPCOHANBHBIX JAaHHBIX MPU UX
00paboTke

1. Omnepatop npu 00pabOTKE MEPCOHATLHBIX JAHHBIX 0053aH MPUHUMATh
HEOOXOJIMMbIC TIPaBOBBIC, OpraHU3AIlMOHHBIE W TEXHUYECKUE MEphl WJIHU
obecnieunMBaTh WX TPUHATHE JUISI  3alllUThl TEPCOHAIBHBIX  JIAHHBIX  OT
HETPABOMEPHOTO WJIM CIY4allHOTO JOCTyNa K HHUM, YHUYTOXXCHUS, HU3MCHEHUS,
0JIOKMpPOBaHUs, KOMMPOBAHUS, MPEJOCTABICHUSI, PACTIPOCTPAHEHHUS TTEPCOHATBHBIX
JAHHBIX, a TAKYKE OT MHBIX HEIPABOMEPHBIX JEHCTBUI B OTHOIIIEHUU NEPCOHATBHBIX
JTAaHHBIX.

2. OOecrieueHue 0€30MAaCHOCTH TMEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B
YaCTHOCTH:

1) ompeneneHueM yrpo3 0O€30MAaCHOCTH TEPCOHANBHBIX TaHHBIX MPUH HX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX;

2) TPUMEHEHHEM OPraHU3alMOHHBIX U TEXHHUYECKHX Mep M0 00eCHeYCHUIO
0e30MacHOCTH MEepPCOHANBHBIX JaHHBIX MPU UX 00paboTke B MHOOPMAIMOHHBIX
CHUCTEeMaXxX MEPCOHANIBHBIX JAHHBIX, HEOOXOAUMBIX JJI BBIMIOJHEHUS! TPEOOBaHUM K
3alllUTe  TEPCOHAIBHBIX  JAHHBIX, HCIOJHEHHUE  KOTOPHIX  oOecreyrBaeT
ycranoBiieHHbIE [IpaButenscTBOM Poccuiickon denepanny ypoBHHU 3aIUILEHHOCTH
NepPCOHAIBHBIX JJAHHBIX;

3) npuMEHEHHEM MPOIIEAINX B YCTAHOBICHHOM IMOPSIKE MPOIEIYPY
OIICHKH COOTBETCTBUS CPENICTB 3aIUTH MH(OpMAINH;

10



4)  oueHKOW JPPEKTHBHOCTH TNPUHHUMAEMBIX Mep 1O 00ecnedeHuro
0€30MMacHOCTH MEPCOHANBHBIX JaHHBIX J0 BBOJIA B 3KCILTyaTallMI0 HH(POPMAIIIOHHOM
CUCTEMBI IEPCOHANIBHBIX JAHHBIX;

5) ydeToM MalIMHHBIX HOCHTEJECH NIEPCOHAITBHBIX JaHHBIX;

6) oOHapyxeHHeM  (aKTOB  HECAaHKIMOHHPOBAHHOTO  JOCTyNa K
NEPCOHAJIBHBIM JIaHHBIM U IPUHATHEM MED;

7) BOCCTaHOBJICHHEM TEPCOHAIBHBIX JAHHBIX, MOAUMDUIIMPOBAHHBIX WIH
YHUUYTOKEHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOT'O IOCTYIIA K HUM;

8) ycraHOBJIGHHMEM TMpaBWI JOCTyHa K TIEPCOHAIBHBIM JaHHBIM,
oOpa0aTeiBaeMbIM B MH(POPMAIIMOHHON CHUCTEME NEPCOHAIBHBIX JAaHHBIX, @ TAK¥Ke
oOecrieyeHuEeM pEerucTpalMd M y4yeTa BCEX JICUCTBUM, COBEpIIAEMBIX C
MEPCOHANBHBIMU TaHHBIMH B HH()OPMALIMOHHOW CUCTEME MEPCOHATBHBIX TAHHBIX;

9) KOHTpOJIEeM 3a MPUHUMACMBIMH MEPaMH IO 0OECIICYCHUIO0 OE30MaCHOCTH
MEPCOHANBHBIX JaHHBIX W YPOBHS 3allMIICHHOCTH HH()OPMAIMOHHBIX CHCTEM
MEPCOHANBHBIX JTaHHBIX.

IIpn mnpoBeaenum weponpusatTuil no 3amure I[I/IH  yuuTeBaercs, 49TO
WH(POPMAIIMOHHBIE  PECypChl  TMOABEPKEHBI  MOTEHIMAIBHBIM  BHEIIHUM |
BHYTPEHHHUM YIp03aM, BEIYLIUM K MOTEPSAM KOH(DUICHIINATIBHOCTH, JOCTYITHOCTH U
[[EJIOCTHOCTH UHPOPMAIIMOHHBIX PECYPCOB.

HcTouHUKH yTrpO3bl:

- moau  (HeZOOpOCOBECTHBIE BHEUIHME M BHYTPEHHHE IOJIb30BaTENN
UH(OPMAITMOHHBIX PECYPCOB);

- aBapuu (OIIMOKH IOJIB30BaTEs, OMMMUOKH aIMUHUCTPATOPA);

- OTKa3 anmapaTtHoro obecrnedeHus (OMMOKM MPOrpaMMHOIO OOeceueHHs,
OTKa3bl UHAYCTPUATBHOTO 000OPYAOBAHMS);

- TpUpoAHbIe (HAKTOPHI (CTUXUITHBIE OENICTBUS, aCTPOPUZUUECKUE SABICHHUS,
OMOJIOTUYECKUE SIBJICHUS ).

VYTpo3bl yBENMUUBAIOT PUCKK O€30MaCHOCTH, MTPEACTABIISIIONINE COOOI:

- HEaBTOPHU3UPOBAHHBIN JOCTYT B CETh;

- HEaBTOPU3UPOBAHHOE PACKPHITHE UH(OpMALINH;

- HEaBTOPU3HUPOBAHHYIO MOAM(PHUKALMIO JaHHBIX WIH T[POrPAMMHOIO
oOecreueHus;

- pazpyuieHue GyHKIUN ceTy (HEAOCTYMHOCTh IAHHBIX U CEPBUCOB).

Hanwuune prckoB 6e30macHOCTH TpeOYIOT BBEACHUS Mep Oe30macHOCTH. Mepbl
0€30MMacHOCTH JJOJKHBI TapaHTUPOBATh:

- KOH(HUIACHIIUAIBHOCTB;,

- IIEJIOCTHOCTBH;

- JIOCTyHHOCTbh MH(OpPMaLIUU;

- CBOEBPEMEHHOE MOJYyYE€HUE OTUETHOCTH;

- (usnyeckyro 6€30MacHOCTh HHGOPMAIIUH;

- KOHTPOJb JOCTYyIa K HH(POpMAIIUH.

Nudopmarnmonnas 6e30macHOCTh IPeAyCMaTPUBACT:

- TMpOLEIYPHYIO (aAMUHUCTPATUBHYIO U OPraHU3aLMOHHYIO0 O€30MacCHOCTh);

- 0e30MmacHOCTb MEPCOHANA;
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- (¢usnuecKyr 0e30MacHOCTb;

- 0e30IacHOCTh CUCTEMBI;

- 0e30IacHOCTh KOMMYHHUKAITUH.

Obecneuenue 6e3onacHoctu 11 mpu ux obpadbotke B UCIIAH gocturaercs
yTeM UCKJIIOYEHHs HECAaHKIMOHMPOBAHHOI'O, B TOM YHCJE CIy4YailHOro JOCTyMa K
[NEPCOHAIIBHBIM JaHHBIM, PE3YJbTaTOM KOTOPOTO MOXET CTaTb YHHUYTOKEHUE,
U3MEHEHUe, OJIOKUPOBAaHME, KOIHMPOBAHMUE, PACHPOCTPAHEHUE IEPCOHAIBHBIX
JaHHBIX, & TAKXKE UHbIE HECAHKIIMOHUPOBAHHBIE ICHCTBUS.

Meponpusitus 1o obecneueHuto OesomacHocty [I/IlH mpoBoxpsdrcs B
3aBHCHMOCTH OT TUIIA aKTYyaJIbHBIX YTPO3 U YPOBHEHN 3aIMILIEHHOCTH MIEPCOHATIBHBIX
naHHbIX, 00padaTeiBaeMbix B UCII/IH, ¢ yueTOM BO3MOXKHOIO BO3SHUKHOBEHHUS yTPO3
0€30MacCHOCTH KU3HEHHO BaKHBIM HHTEPECaM CyOBEKTOB MEPCOHATBHBIX JAHHBIX.

IIpu oOecneuenun Oe3zomacHoctd II/[H  mpoBoaATcs  MeponpusTHS,
HaIpaBJICHHBIC HA!

- npenoTBpaieHue HecaHkimonupoBanHoro gocryna (HC/) k I1I/1xn u (mmm)
nepefayn MX JUIlaM, OpPTaHM3alusM, HE HMEIOIIMM IpaBa JOCTyNa K TaKO

uH(popmanuu;
- cBoeBpeMeHHoe ooHapyxkenue dhaktoB HCJ x I1/1H;
- HEJOIyIlEeHuE BO3EHCTBUS Ha TEXHUYECKUE cCpeacTBa

aBTOMATU3UpPOBaHHON 00padoTku I[IJlH, B pe3yiapTare KOTOPOTO MOXKET OBITh
HapylIeHo uX (YHKIIMOHUPOBAHUE;

- omepatuBHOro pesepupoBanus undopmanuu B UCIIH;

- BO3MOXHOCTb HE3aMEUIUTEIBHOTO BOCCTAHOBJICHUS I8,
MOJU(DUITUPOBAHHBIX WK YHUUTOKEHHBIX BeseacTBue HCJ k Huwm;

- TIOCTOSIHHBIA KOHTPOJIb 32 00ecrieueHreM ypoBHsl 3amuiieHnoctu [1J[H.

Obecneuenne Oe3omacHoctu [I/[H ocymiecTBisieTcs MyTEM BBIOJIHEHUS
KOMILJIEKCA OPraHU3AalMOHHBIX W TEXHUYECKHUX MEPOINPHUATHH, pEalu3yeMbIX B
paMKax cOo3aBaeMOM CUCTEMBI 3alUThI IepCOHaNbHBIX JaHHBIX (C3I1/H).

Crpykrypa, coctraB u ocHOBHble ¢yHkiuu C3II/In onpenensioTcs B
3aBHCUMOCTH OT THUIIA aKTYaJbHBIX YIPO3 U YPOBHEU 3aLUILIEHHOCTH ITEPCOHAIBHBIX
naHHbIX, oOpabateiBaembix B CII/IH, ucnonb3yemsix B Kostemxke.

C3I1/Ix BKIIOYaET OpraHU3alUOHHBIE MEPBI U TEXHUYECKHUE CPEICTBA AU ThI
uHdopmaluu (B TOM uwuciie MUQpoBalIbHbIE (KpUnTorpadguueckue) CpeacTna,
CpelcTBa MPeAOTBPAICHUST HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, YTeUKHA HH(DOpMAITUU
[0 TEXHUYECKMM KaHajgaM, MpPOrpaMMHO-TEXHUYECKUX BO3ACHCTBHM  Ha
TeXHUYEeCKue cpenactBa obOpabotkm I[IlH), a Takke wuCHOIb3yeMbie B
UH()OpPMAIIMOHHOM crcTeME MHPOPMAITMOHHBIE TEXHOJIOTHUH.

ITon opranuzamnueit obecnedeHus Oe3zomnacHoct [IJIH npu ux oOpaboTke B
NCIIn nonumaetcsi (HOpMUPOBAHHE COBOKYIMHOCTH OCYILECTBISIEMbIX Ha BCEX
cranusx xu3HeHHoro uukia MCIIIH cormacoBaHHBIX MO LEIH, 3aJa4aM, MECTY U
BPEMEHHU MEPOIPHUATHM, HANPABJICHHBIX Ha MpEIOTBpalleHue (HEeUTpaau3aiuio) u
napupoBanue yrpo3 OezomacHoctu II[ln B UMCII[H, Ha BOcCcTaHOBJIEHHE
HopmasibHoTO yHKInonuposanus MICII/{x mocie HedTpanu3anuu yrpossl, C IEIbI0
MUHUMU3ALMNA KaK HEMOCPEICTBEHHOr0, TaK M OMNOCpeNOBaHHOro ymepba oT
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BO3MOXKHOM peanu3anuu Takux yrpo3. Obecneuenue Oe3omacnoct [1/In mpu ux
oOpaboTke B aBToMatu3upoBaHHBIX WCIIJIH mpoBOAUTCS MyTeM BBIMOTHEHHUS
KOMILUIEKCA OpPraHMW3allMOHHBIX W TEXHUYECKUX MEPONPHUIATHI (IPUMEHEHUs
TEXHUYECKUX CPEICTB), B paMKaxX CHUCTEMBbI (MOJCUCTEMBI) 3aIlUThl EPCOHATBHBIX
NaHHBIX, pa3BepThiBacMmoii B ICII/IH B mporiecce ee co31aHus WM MOJICPHU3ALINAH.

[Topsimox opranuzaruu  obecrieuenuss OeszomacHocty [IJlH B UCII/H
peayCMaTpPUBAET:

- OLIEHKY OOCTaHOBKHU;

- obOocHoBaHMe TpeOoBaHMil 1O obecneyeHuto Oe3omacHocTH [IJIlH u
dbopmynupoBanue 3aaa4 3amuThl [1J1H;

- pa3paboTKy mpoekta obecnedeHuss Oe3zomacHoctr [IJ[H;  BBIOOD
1eJIeCO00pa3HbIX Ccroco0oB (Mep W cpenctB) 3ammTel [IJ[H B cooTBeTCTBHM C
3a/layaMiy ¥ IPOEKTOM 3alllHUThI;

- pelieHue BOIPOCOB yMpamieHus obOecneueHuem OezomacHocTu [I/H B
JUHAMUKE U3MEHEHUS 0OCTAaHOBKHU U KOHTPOJIS 3(P(HEKTUBHOCTH 3AIUTHL;

- o0ecrneyeHue peanu3alyy MPUHATOrO MPOEKTa 3alUThL;

- IUIAaHUPOBaAHWE MeponpusaThui 1o 3ammre 11/1H;

- OpraHu3alli0 U TPOBEIEHUE pabOT MO CO3/aHUI0 CHUCTEMBI 3aLIUThHI
nepcoHanbHbIX AaHHbIX (C3I1/IH) B pamkax pazpadotku (Mmoaepuusainuu) UCIIH,
B TOM YHCJE C NPUBICYCHUEM CHELUAIU3UPOBAHHBIX CTOPOHHMX OpPraHU3alUA K
pazpabotke u pazBeptbiBanuio C3I1J[n wmm ee snementoB B UCIIJIH, pemienue
OCHOBHBIX 3a7lad B3aUMOJCHMCTBUS, ONpENEIeHWEe HX 3a7ad W (QYHKIUH Ha
pa3IMYHbBIX cTaausax co3nanus u 3kcruryaranuu UCIIH;

- pa3pabOTKy [IOKYMEHTOB, DPErjJaMEHTUPYIOIIUX BOIPOCHI OpraHu3aluu
obecneuenus 6ezomacHoctu [1J1n u sxcmryatanuu C3I11n 8 UCI/H.

B wunTepecax TexHuueckoro obOecrneueHusi OezonacHoctu IIJI[H mpu wux
o0pabotke B MCII/[IH, B 3aBUCHMMOCTH OT KJjacca WH()OPMALMOHHOW CHUCTEMBI
JOJKHBI ObITh MpoBeAeHbl MeponpusTus no 3amure oT HCJ x IIIx mpu ux
obpabotke B UCIT/IH.

B cocras meponpustuii o 3amure I1/{x npu ux o6padorke B UCTIdn or HCJI
Y HENIPABOMEPHBIX JECHCTBUIA BXOJST CIEAYIOUIUE MEPOITPUATH:

- 3ammTa oT HCJI pu oiHOMONIB30BaTEIbCKOM pexkumMe 0opadotku [1/1H;

- 3ammta ot HCJ] mpu MHOTOmosb30BaTeibckoM pexxknme 00opadotku [1/1x u
PaBHBIX MMpaBax JA0CTyNa K HUM CyOBbEKTOB JIOCTYTIA;

- 3ammTa ot HCJ] mpu MHOTOMOMIE30BaTEIbCKOM pexknmMe 00padoTku [1/]H n
pa3HbIX MpaBax JOCTYIIA;

- 3amuTa uHdopmaluu npu MexxcereBom Bzaumoaercteuu UCI1H;

- aHTHUBHUpYCHAas 3alllUTa.

Meponpustus no 3amure [IJIlH peanmsyrorcs B pamkax IOJCUCTEM:
yOpPABJICHUS] JIOCTYNOM, PETUCTpallMd M YydeTa, OOeCHedeHMs] 1IeJIOCTHOCTH,
Kpunrorpaduyeckoi 3aiuThl, aHTUBUPYCHOM 3aLIUTHI.

Mepsi 6e3onacHocTH [1J{H 10KHBI rapaHTUPOBATD:

-  KOH(UACHIIMAIBHOCTS;

- LIEJIOCTHOCTb;
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- JIOCTYNMHOCTH WH(OpPMAITUH.

Meponpusarus 1mo 0o0ecredeHu o 0€30MacHOCTH MPeTyCMaTPUBAOT:

- yIpaBJICHUE JOCTYIIOM;

- PETUCTPALMIO U YUET;

- o0ecrnieyeHue 1eI0CTHOCTH;

- KOHTPOJb OTCYTCTBUS HEJEKIAPUPOBAHHBIX BO3MOKHOCTEH;

- AHTUBUPYCHYIO 3aIUTY;

- o0ecrnieyeHune 0€30MaCHOTO MEKCETEBOI0 B3aUMOCHCTBUS;

- aHaJIN3 3alIUIICHHOCTH.

[loacuctembl ympaBieHUS JOCTYIIOM, PETHCTpAllMd M y4eTa JOJDKHBI
peann30BBIBATRCA ~ HAa ~ 0a3e  TPOTPaMMHBIX  CPEIACTB  OJIOKMPOBAHUS
HECAHKIIMOHUPOBAHHBIX  JCHCTBHUM, CUTHAIM3allMM M  PETUCTpPAllUU. ITO
ClielMAJIbHBIC, HE BXOMSIIME B SAJIPO KaKOW-TUOO OINEepallMOHHOW CHUCTEMBbI
MPOTPaMMHBIE U POTPAMMHO-AMIapaTHbIE CPEICTBA 3AIIUTHI CAMUX OTIEPAIMOHHBIX
CHUCTEM, JJICKTPOHHBIX 0a3 JaHHBIX U MPUKIAAHBIX TporpamMM. OHU BBIMNOJHSIOT
(GYHKIIMU 3alIUTHl CAMOCTOSITEIBHO WJIM B KOMILIEKCE C JPYTUMH CPEICTBAMU
3allUThl U HAMpPaBJICHbI HA UCKIIOYCHUE WM 3aTPYJAHEHUE BBHITIOJHEHUSI OMACHBIX
JICUCTBUM TOJIH30BATEIS MIIA HAPYIIIUTEIIS.

CpencrTBa IUAarHOCTHKW JIOJDKHBI OCYIIECTBIIATH TECTUPOBaHHE (HaisioBOM
cucTeMbl M 0a3 JaHHBIX, MOCTOSHHBIN cOOp HHpOpManKu O (GYHKIIMOHUPOBAHUU
AJIEMEHTOB MOJICUCTEMBI 00ecriedeHus1 6€30MacHOCTH HH(OpMAITUH.

CpencTBa yHUUTOXKEHHUS TpPEIHA3HAYECHBI JJISI YHUYTOXKEHUS OCTATOYHBIX
JTAHHBIX W JOJKHBI MPEAYCMATPUBATh ABAPUMHOE YHUYTOXKEHUE JAHHBIX B CIydae
yrpo3sl HecaHkiuoHupoBanHoro poctyna (HCJ), xoropas He MOXKET OBITH
0JIOKMpOBaHA CUCTEMOM.

CpenctBa cUTHAIM3AIUU TIPEHA3HAYCHBI JUISl IPEAYIIPERKICHUS ONIEpaTOPOB
(mosip3oBatenieil) mWpu  UX OOpalleHWHM K 3allMIIaeMbIM JaHHBIM H  JUIs
NpeAyNpexXaAeHusT agMuHucTpaTopa npu obHapyxxkenuun (axrta HCJl, uckaxeHuun
MPOTPAMMHBIX CPEJICTB 3aIUThI, BEIXOJIE€ WJIM BHIBOJIC U3 CTPOS allllapaTHBIX CPEACTB
3aIUTHI ¥ O APYTHUX (DaKTax HAPYIICHUS MITATHOTO PeKUMa (PYHKITMOHUPOBAHUS.

[Toacuctema oOecreueHuss TEIOCTHOCTH JOJDKHA OBITh pealn3oBaHa
OTIepallMOHHBIMHU CUCTEMAMHU U CHCTEMaMU yrpaBiieHus 6azamu naHHbIX. CpeacTsa
MOBBINICHUS JJOCTOBEPHOCTH U 00€CTIeueHU s IIEJIOCTHOCTH MepeIaBaeMbIX TAaHHBIX U
HaJIe)KHOCTU TPAH3aKIMH, BCTPAaUBAEMbIE B OINEPALIMOHHBIE CUCTEMBI U CUCTEMBbI
ynpaBieHuss 0a3aMu JTaHHBIX, OCHOBAaHbI Ha pacyeTe KOHTPOJBHBIX CYMM,
YBEJOMJICHMH O cOoe B Tepeiade MakeTa COOOINEeHUs, MOBTOPE Mepeiadyud He
MPUHSTOIO MaKeTa.

IToncuctemMa KOHTPOJST OTCYTCTBHS HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH
JIOJDKHA pean30BbIBaThCA Ha 0a3e CUCTEM YIpaBiieHUs 0a3aMM JaHHBIX, CPEACTB
3alUThl UHGOPMAIIUU, AaHTUBUPYCHBIX CPEACTB 3alIUThl UH(POPMAITUH.

JI71s1 OCYIIECTBIICHUS pa3rpaHUYCHUS JOCTyIa K UH(POPMAIMOHHBIM pecypcaM
IpyU  MEXKCETEBOM  B3aUMOJICHCTBUM  JIOJDKHO  TPUMEHSTBCA  MEXKCETEBOE
DKpAaHUPOBAHUE, KOTOPOE pEATM3yeTCs MPOTrPaMMHBIMH W/WIW TPOTPAMMHO-
amnmapaTHbIMU MeXceTeBbIMM HKpaHamu (MD3). MexcereBoil 3KpaH [1OKEH
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YCTAHABJIMBATHCS MEXKAY 3allUMIIa€MON CEThI0, HA3bIBAEMOM BHYTPEHHEH, H
BHEIIIHEHN CEThIO. MEXKCETEBOM IKPaH JOJDKEH BXOJANUTH B COCTAB 3aIUIIAEMON CETH.
IIpu ero HacTpoilke OTAENBHO 3aJAOTCS MPABUJIA, OTPAHUUYMBAIOLIME JTOCTYI M3
BHYTPEHHEI CETH BO BHEIIHIOIO U HA00OPOT.

[Toncucrema aHanu3a 3alIUIIEHHOCTH JIOJKHA PEAJIM30BBIBATHCS HA OCHOBE
UCIIOJb30BAaHUSl CPEJCTB TECTUPOBAHMA (aHAIM3a 3alIMUIEHHOCTH) U KOHTPOJI
(aynurta) 6e3omacHOCTH HH(POpMALTIH.

Jis  pa3pabOTKM M OCYIIECTBJICHUS MEPOIPHUATHI 1O 00ECIeueHuto
0€30MacCHOCTH MEPCOHAIBHBIX JAaHHBIX NHpU HUX 00paboTKe B MH(OPMALMOHHON
CHUCTEME Ha3HA4YaeTcsl CTPYKTYpPHOE MOJpa3JelieHne WIA JOHKHOCTHOE JIMILIO,
OTBETCTBEHHbIE 3a obOecrieueHue O€30MacCHOCTH TMEPCOHAIBHBIX JaHHBIX B
MH(OPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX TAaHHBIX.

JIuma, IOCTYN KOTOPBIX K MEPCOHANBHBIM JAaHHBIM, 00padaThiBa€MbIM B
MH()OPMAIMOHHOW CUCTEME, HEOOXOAUM JUIsl BBIITOJIHEHUSI CIYKEOHBIX (TPYIOBBIX)
0053aHHOCTEM, JOJIKHBI JOITYCKATHCS K COOTBETCTBYIOLIUM MEPCOHATIBHBIM JAHHBIM
Ha OCHOBAaHWM YTBEpXKACHHBIX [lepedHell MOIKHOCTHBIX JIMI[, JOMYLIEHHBIX K
paboTe ¢ NepCOHATBHBIMU TAHHBIMU.

3anpochl TOJB30BaTeNed HMH(OPMALIMOHHOW CHUCTEMBl Ha IOJIyYE€HHE
NIEPCOHAJIBHBIX JaHHBIX, BKJIOYas JIMI, YKa3aHHBIX B YTBEpXkKACHHBIX [lepeuHsx
JTOJDKHOCTHBIX JIML, a TakKe (pakThl MPEIOCTABJICHUS NEPCOHAIBHBIX JaHHBIX I10
3TUM 3aIpocaM JOJDKHBI PErMCTPUPOBATHCS aBTOMATU3WPOBAHHBIMHU CPEACTBAMU
MH(POPMAIITMOHHON CUCTEMBI B 3JIEKTPOHHOM XypHasle oOpameHuil. CoaeprkaHue
AJIIEKTPOHHOIO KypHaia oOparteHui NEPUOINYECKU IIPOBEPSAETCS
COOTBETCTBYIOIIMMH JOJKHOCTHBIMU JinllaMu Koiemka Ui ynoJHOMOYEHHBIMU
JULAMU.

[Ipu oOHapyXeHHH HapyLIEHUN MNOpsA/iKa MpPeIOCTaBICHUS MEPCOHATBHBIX
nanHeix  Kosemxka  ynmoJIHOMOYEHHbIE  JMIA  JOJDKHBI — HE3aMEIJIUTENIbHO
MPUOCTAHOBUTHh  MPEAOCTABICHWE TEPCOHAJIBHBIX JAHHBIX  IOJIb30BATEISAM
MH()OPMAITMOHHOW CUCTEMBI JI0 BBISIBJICHUS IPUYMH HAPYLIEHUH U YCTPAHEHUS 3THX
IPUYMH.

[Ipu xpaHeHUM MaTepHabHBIX HOCUTENIEH MH()OpPMAIU C MEPCOHAIBHBIMU
JTAHHBIMH (WM APYTON KOHPUACHITMATBHON MHGOPMAIIHEH) TOKHBI COOTIOAATHCS
yCIIOBHSI, 00€CTIEUNBAIOIIUE COXPAHHOCTh NEPCOHAIBHBIX TAHHBIX U UCKIIFOYAOIINE
HECAaHKIMOHUPOBAHHBIH K HHUM Joctyn. [lepedeHp Mep, HEOOXOOUMBIX IS
o0OecrieyeHUs TaKUX YCIOBHUH, MOPSNOK HUX NPUHATHA, a TaKXKe MepeyeHb JIUL,
OTBETCTBEHHBIX 3a PEaIN3alNI0 YKa3aHHbBIX MEp, YCTaHABIUBAKOTCS OTAEIBHO.

15



[Tpunoxenue Ne 2 k [TonoxxeHuro no
OpraHU3AIMH U TIPOBEACHUIO PabOT 1O
o0ecIieyeHnI0 0€30MMacCHOCTH
MepPCOHAIBHBIX JAHHBIX TIPH UX
00paboTke B MHOOPMAIIMOHHBIX
CHUCTEeMaXx MEePCOHANIbHBIX JaHHBIX
TI'AIIOY «HuxuexaMcKkui
IIeJarOrMYECKHUI KOJIIEIK

nm. H.III. AxMmeTminHay

Onucanue JIOKaJbHO-BbIYHCAUTEIbHOI ceTH (JIBC)
T'AIIOY «HumxkHekamckuil negarornuyeckui kouiexxk um. H.III. AxmermmmHa»

1. JIBC naxonutcs B mpejenax OJHOTO 3/1aHUS U 3aHUMAET YEThIPE dTaxa.
2. KommdecTBo y3110B, 00pabaThIBarOIIMX MEPCOHATBLHEIC TaHHbBIE - 66.
3. Tomosorus - 3Be31a, T - Ethernet 100Base-TX.
4. YYaCTHUKHU CETH SIBIISIIOTCSI UICTOUHUKAMU U OTPEOUTENIMU HHPOPMALIIH.

5. Cetp ucnoinbiyet crek npotokosioB TCP/IP.

6. TenexoMMyHHKalIMOHHBIE KaHAJbI MPEIOCTABIISIIOTCS coriacHo JJoroBopy
¢ mpoBaiigepom ITAO «Pocrtenexom».

7. Cxopocthbie xapakrepuctuku: JIBC - 100 Mowut/c.

8. AIMUHUCTpUPOBAHHE u NEepeYCHb pabor ONpeaesoTCs
AnMuHuCTpaTOpOM HH(POPMALIMOHHOM Oe3omacHocTr Kostemxa.

9. YyacTHUKM CeTH, KOTOpPhIM HeoOXoawMm moctyn B WHTepHeT s
BBITIOJTHEHUS CIY>KEOHBIX OOS3aHHOCTEH, JOMYCKAIOTCS C Pa3pelICHUs] TUPEKTOpa
Konnemxka v uMerOT AOCTYI B II100AJIBHYIO CETh B COOTBETCTBUU C Pa3pPEILIEHHBIMU
MTOJTHOMOYMSIMH.

10. Buecenne wu3MEHEHUH B TEICKOMMYHHKalMOHHYIO cxemy JIBC
npou3BOAUTCS coTpyaHukamu Koiemka (MaM CTOPOHHEW OpraHu3anuend 1o
JIOTOBOPY WJIM KOHTPAKTY).
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[Tpunoxxenue Neo 3

K [losoxenunro o opranusanuu u
MPOBEJCHUIO paboOT MO 0OECTICYCHUIO
0€30MMacCHOCTH MEPCOHANBHBIX JaHHBIX

npu ux 00paboTke B UHHOPMAIIMOHHBIX

CUCTEMaX MEePCOHATBHBIX TAaHHBIX
I'AIIOY «HwmxknaexkaMcKuit
MEeJarorHYECKUN KOJIIEIK

nMm. H.III. AxMmeTmuHay

Onucanue coCTaBa TEXHUYECKUX CPEACTB, y4ACTBYIOIIUX B
00paldoTKe MePCOHAIbHBIX JAHHBIX:

Ne Texnuyeckue KosmuecTBo Haznauenue Ipume-
n/n cpeacTBa YyaHue
1. |Cepgepsl 1 XxpaHeHue 0a3 TaHHbIX, 00pabdoTka gaHHbIx UCII/IH,
TEPMUHAIBHBIA JOCTYII, IPEIOCTABIEHUE JOCTYyNA K CETAM
o01iero nosib3oBaHus MHTEpHET - poKcu-cepBep U T.1I.
2. PabGouue cTanumu 00paboTka nHpOpMALINH
3. [[IpunTepnl pacrneyaTka JOKYMEHTOB
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Ne Texnnyeckue KoanuecTBo Hasznauenmue Mpume-
n/n cpeacTBa qyaHue
4, Moy CKaHMpOBaHUE, pacreyaTka, THPAKUPOBAHUE TOKYMEHTOB
5. [KommyTtaTopsl KOMMYTaIIUs CETH
6. [MapmpyTtuzaTopsl MapIIpyTHU3alus CeTU
7. MenuakoHBepTEPHI npeoOpa3oBaHus TUIA CUTHAJIA B CETU
8. MexceTeBoii SKpaH KOHTPOJIb U (DUIIBTPALMS MPOXOAIIUX CETEBBIX MAKETOB
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[losscuuTenpHas 3anucka

1. Beon B akcruryatanuto, peMoHT TC, mnoakmouenme TC k cetn
ocyulecTBiIsieTcsl coTpyaHukamu Koimemka (WM CTOpPOHHEH OpraHu3anueid Io
JIOTOBOPY WJIM KOHTPAKTY).

2. OnleHKka  TOJMHOTHI ~ TMEPEAAHHOTO  TPEICTaBUTENSIMU  (DUPMBI-
IIPOU3BOMTENIA, pa3padoTUrKa, MpoAaBLa SKCIUIyaTalMOHHOW JTOKYMEHTallUd Ha
TC ocymectisiercst cotpynHukamu Komnemka (Uiau CTOpOHHENW opraHu3aluen mo
JIOTOBOPY WJIM KOHTPAKTY).

3. TC nposepsiercst  corpynnukamu  Komnemxa (WM CTOpOHHEH
OpraHu3alMen Mo TOrOBOPY UM KOHTPAKTY).

4, Ha oramax YCTaHOBKM M HACTpPOWKH, oOecrieyeHHMeM O0e30IacHOCTH
uHpopMaluu 3aHuMaeTcss AJIMHMHUCTpAaTop MH(opMmanuoHHOW Oe3zomacHocTH. Ha
JTanax 3KCIUlyaTallly 3a odecreyeHre 0€30nacHOCTH OTBevaroT nojs3oBatenu TC.
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[Tpunoxxenue Ne 4
K [lo0keHuIo Mo opraHu3aluy u
MPOBEICHUIO Pa0OT MO 00ECTICUECHHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX
CUCTEMAax MEePCOHATBHBIX JAHHBIX
I'ATIOY «HumxHekaMckuii
MeaarorundeCKuil KOIe K
nMm. H.III. AxmermmHa

CBeeHusi 0 MPOrpaMMHOM 00eclie4eHNH, YCTAHOBJIEHHOM HA
cepBepax M pado4YuX CTAHIUAX, YYACTBYIOIIHUX B 00pad0TKe NePCOHAIbHBIX TaHHBIX

KTto0 ycranaBausaiu

KTo conmpoBoxnaer

Ne IIporpammHoe IIpousBoaureb, IMpume-
Ha3nauenue NMPOrpaMMHoOe NporpaMMHoe
n/n odecreueHue CcTpaHa YyaHue
odecneyeHune o0ecneyenune
1. 00O «PycbUTex- CotpyaHuku CoTtpynHuku
Astra Linux Special ~ [Actpa», Poccust  |Onepanmonnas  [Komemka Kornemka
Edition 1.7 cucTema
2. IMicrosoft Windows  [Microsoft, CIIIA  (OnepauuonHast CotpynHuku CoTpynHUKH
XP Professional SP2, cucTeMa Komnemxka Komemxka
SP3 / Windows 7/
Windows 10
3. |AntuBupyc Kaspersky 3A0 JlaGopatopusi |AHTUBUpYCHAS CotpynHuku CoTtpynHukH
Endpoint Security Kacrmepckoro, porpaMmma Komtemka Komemka
Poccus
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Kto YCTanaBJIUBaJI

KTo conpoBoxaaer

Ne IIporpamMmHoe IIpoussoauTen, IIpume-
Ha3nauenue NporpaMMHoe NporpaMMHoe
n/n o0ecneueHune CTpaHa yaHue
o0ecneueHnmne o0ecrneueHune
4. ViPNet Client OAO 1715 31U ThI CoTpyaHUKH CoTpynHUKH
«NupoTeKCy, nH(pOpMaIuu Komnemxka Komnemxka
Poccust
5. |[Kpunrollpo CSP 5.0 000 «KPUIITO- |[lng paboTsl C CotpynHuku CotpynHukH
[TPO», Poccus LI Komnemxka Konnemxka
6. [Koutunenr AIl 000 «Kox J1J1s1 31U ThI CoTpyIHUKH CoTpyaHUKH
bezonacHocTY, uHpopMaru Konnemxka Konnemxka
Poccus
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[losscuuTenpHas 3anucka

1. Onenka  MOMHOTHI  MEPEAAHHOTO  TMPEACTABUTENSIMU  (PUpPMBI-
MIPOU3BOAMTEIA, pa3padOTUMKaA, MPOAABLA IKCILTYaTAlMOHHONM JOKYMEHTAlMu Ha
[1I0 nmpousBogutTcss  AJIMHUHHUCTPATOpOM  UHGOPMAIMOHHON  0©€30MacHOCTU
Komnemxa.

2. Hactpoiika 10 npousBoautcs corpyaaukamu Kosemxka (Mau CTOpOHHEH
OpraHM3alien Mo T0rOBOPY UM KOHTPAKTY).

3. Ilpu mnosiBaenun HoBbIX Bepcuit [10, wusmenenus B 11O BHOCsTCS
corpyaHukamu Koiemka (WM CTOpOHHEW OpraHu3alMed 1o JO0roBOpY WIIU
KOHTPAKTY).

4. U3zmenenus B I10 moryT BHOCUTH TOJIBKO cOTpyaHUKH Komtemxka.
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[Tpunoxenue Ne 5
K [losoeHuIo o oprauu3anuu u
IPOBEICHUIO pabOT MO 0OECIIEUEHUIO
0€30IMaCHOCTH MEPCOHANIBHBIX JaHHBIX MPHU
ux 00paboTke B MH(GOPMAITMOHHBIX
cUcTeMax nepcoHanbHbIX AaHHbIX [ATIOY
«HmxHekaMCKuM megarornuecKui
koimrek uM. H.ITI. AxMeTmmHay

CBeeHus1 0 MPOrpaMMHO-TEXHUYECKHUX CPeICTBAX 3allUThI,
YCTAHOBJICHHBIX Ha cepBepax U padounX CTAHIMAX, YYACTBYIOIIHNX B 00pa0oTKe NMEePCOHATbHBIX JAHHBIX

Ne MporpaMmuoe Cepruduxar Pa3paboTunk Kto ycranasausaJu | Kto conpoBoxaaer Mpume-
n/m obeceueHne 0e30macHOCTH C3U NMPOrpaMMHoOe NnporpaMMHoe qaHme
uHopmManuu o0ecrneueHmne o0ecrnevyeHmne
1. _ ) 000 CotpynHUKH CotpynHuku
Astra Linux Special «PycBUTex- KOJIIEIKA KOJITeKa
Edition 1.7
Actpa», Poccus
2. |Microsoft Windows XP Microsoft, CoTpyaHHKH CoTpyIHHKH
Professional SP2 / SP3 CIIA KOJUIEKA KOJUIE KA
3. | Microsoft Windows 7 Microsoft, CoTpyIHUKH CoTpyIHUKH
Professional CIIA KOJIIeKa KOJIIE KA
4. [Microsoft Windows 10 Microsoft, CoTpyaHHUKH CoTpyaHHKH
CIIA KOJIJIe KA KOJIJIeKa
5. | AutuBupyc Kaspersky 3A0 CotpynHuKH CotpynHuku
Endpoint Security JNaGoparopus KOJIIe KA KOJIIe KA
Kacnepckoro,
Poccus
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ViPNet Client 4.x OAO CoTpynHUKH CoTpynHUKH
«NHpoTeKCy, Komnemxa Komnemxa
Poccus
KpunrolIpo CSP 5.0 000 CoTpyaHuku CoTpyaHukH
«KPUIITO- Komnemxa Komnemxa
ITPO», Poccus
Kontunent All 000 «Kon CotpynHuKH CotpynHuku
bezomacHocT» Komnemxka Komnemxka
, Poccus
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[lTosicHuTenbHas 3amucKa
1. Hactpoiika C3U mnpousBoautcsa cotpyaHukamu Komtemxa (v
CTOPOHHEH OpraHu3amuei mo J0roBopy Wi KOHTPAKTY).
2. PasrpannueHue JoCTymna IOJb30BAaTECH IPOU3BOJUTCS C ITOMOIIBIO
ctanaaptHeiX cpenctB OC.
3. Usmenenus B C3UM npouwsBOIATCS  TOJBKO  AJIMHHUCTPATOPOM
nHpopmMarmonHoi 6e3onacHocty Koemxka.
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[Tpunoxenue Ne 6 x [TosoxxeHutro no
OpraHu3alliy U MPOBEJICHUIO PaboT 10
oOecIieueHnIo 0e30IMacCHOCTH
MIEPCOHANILHBIX TAHHBIX MTPU UX
00paboTKe B HHPOPMAITHOHHBIX
CHUCTEMaX MEePCOHATBHBIX JAHHBIX
I'AIIOY «HmxnexkaMcKuit
MEeJarorHYECKU KOJIIEIK

nMm. H.III. AxMmeTmuHay

PEKOMEHJIALINA

M0 MCIOJIH30BAHUIO MPOTPAMMHBIX U ANMAPATHBIX CPEACTB 3alIUThI
uHopMannu 1 odecne4eHNI0 0e30MACHOCTH NMEePCOHAIBHBIX TAHHBIX MPH UX
00padoTke B MHPOPMANMOHHBIX CHCTEMAX MEPCOHATBHBIX TAHHBIX
Meponpusitus no 3amute [1/1H npu ux o6padotke B UC ot
HECaHKIIMOHUPOBAHHOTO JIOCTYIA U HEMPABOMEPHBIX JEHCTBUN BKIIIOYAIOT B CEOS:

yIpaBIICHUE TOCTYIIOM;
PETHUCTPALIMIO H YUET;

oOecreueHune eI0CTHOCTH;

KOHTPOJIb OTCYTCTBHS HEJICKIIAPUPOBAHHBIX BO3MOKHOCTEHH;
AHTUBHUPYCHYIO 3aIUTY;

obOecrieuenne 0€30macHOro MexxcereBoro B3auMoaeictaus UC;
aHaJIN3 3aIUIIEHHOCTH;

0OHapyXEHHUE BTOPIKESHUM.

I[J'Iﬂ BBIITOJIHCHUM S BBIINICHA3BAHHBIX Tpe60BaHI/If;I, HGO6XO,Z[I/IMO HaJIN4uc

CJIEIYIOLIUX CPEJCTB 3AIIUTHI:

CPEACTBO 3aIUTHI OT HECAHKLIMOHUPOBAHHOI'O JOCTYIIA;
MEKCETEBOU DKPaH;
AHTUBUPYC.

[Tpu BBIOOPE TOTO MM UHOTO CPEACTBA 3AIUTHI OCHOBHBIMU KPUTEPUSIMU

oTOOpa SBIISIFOTCS:

Hanuuue ceptuduraroB ®CTIK, OChb;
oOecreueHrne HeoOX0IMMOT0 YPOBHS 3aUTHI;
MIPOU3BOUTEIBHOCTD;

COBMECTHUMOCTb;

MIPOCTOTA HACTPOIMKHU U SKCIUTyaTallUH;
TEXHUYECKas MOTICPHKKA;

LICHA.
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